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Abstract

We consider the problem of network anomaly detection indaligtributed systems. In this
setting, Principal Component Analysis (PCA) has been egas a method for discover-
ing anomalies by continuously tracking the projection &f tlata onto a residual subspace.
While successful empirically in small networks, this a@mio has serious scalability lim-
itations. To overcome these limitations, we develop a P@ael anomaly detector in
which adaptive local data filters send to a coordinator jnsugh data to enable accurate
global detection. Our method is based on a stochastic madriturbation analysis that
characterizes the tradeoff between the accuracy of anodssction and the amount of
data communicated over the network.

1 Introduction

The area of distributed computing systems provides a pingi@gmain for applications of machine
learning methods. One of the most interesting aspects bfaualications is that learning algorithms
that are embedded in a distributed computing infrastrecioe themselves part of that infrastructure
and must respect its inherent local computing constraats,(constraints on bandwidth, latency,
reliability, etc.), while attempting to aggregate infortioa across the infrastructure so as to improve
system performance (or availability) in a global sense.

Consider, for example, the problem of detecting anomatiea wide-area network. While it is
straightforward to embed learning algorithms at local rsomeattempt to detect node-level anoma-
lies, these anomalies may not be indicative of network}pr@blems. Indeed, in recent work, [10]
demonstrated a useful role for Principal Component Anal¢BCA) to detect network anomalies.
They showed that the minor components of PCA (the subspda&el after removing the compo-
nents with largest eigenvalues) revealed anomalies thet mat detectable in any single node-level
trace. This work assumed an environment in which all the @atantinuously pushed to a central
site for off-line analysis. Such a solution cannot scalbezifor networks with a large number of
monitors nor for networks seeking to track and detect anigmal very small time scales.

Designing scalable solutions presents several challeMigsle solutions need to process data “in-
network” to intelligently control the frequency and sizedata communications. The key underlying
problem is that of developing a mathematical understanalimgw to trade off quantization arising
from local data filtering against fidelity of the detectiorafysis. We also need to understand how
this tradeoff impacts overall detection accuracy. Findhg implementation needs to be simple if it
is to have impact on developers.

In this paper, we present a simple algorithmic frameworknfemwork-wide anomaly detection that
relies on distributed tracking combined with approxima@APanalysis, together with supporting
theoretical analysis. In brief, the architecture involaeset of local monitors that maintain parame-
terized sliding filters. These sliding filters yield quaetizdata streams that are sent to a coordinator.
The coordinator makes global decisions based on theseig@dtata streams. We use stochastic
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(a) The system setup (b) Abilene network traffic data

Figure 1: (a) The distributed monitoring system; (b) Data samjije||€) collected over one week (top); its
projection in residual subspace (bottom). Dashed lineasats a threshold for anomaly detection.

matrix perturbation theory to both assess the impact of tigetion on the accuracy of anomaly
detection, and to design a method that selects filter pammit a way that bounds the detection
error. The combination of our theoretical tools and locéffihg strategies results in an in-network
tracking algorithm that can achieve high detection acouvéth low communication overhead; for
instance, our experiments show that, by choosing a relatgen-error ofl.5% (yielding, approxi-
mately, a4% missed detection rate andi%o false alarm rate), we can filter out more tH#96 of
the traffic from the original signal.

Prior Work. The original work on a PCA-based method by Lakhina et al. [i&3 been extended
by [18], who show how to infer network anomalies in both spladind temporal domains. As with
[10], this work is completely centralized. [14] and [1] pase distributed PCA algorithms dis-
tributed across blocks of rows or columns of the data matrowever, these methods are not ap-
plicable to our case. Furthermore, neither [14] nor [1] addrthe issue of continuously tracking
principal components within a given error tolerance or g®ié of implementing a communica-
tion/accuracy tradeoff; issues which are the main focusuofark. Other initiatives in distributed
monitoring, profiling and anomaly detection aim to shar@infation and foster collaboration be-
tween widely distributed monitoring boxes to offer imprawents over isolated systems [13, 17].
Work in [2, 6] posits the need for scalable detection of nekwaitacks and intrusions. In the setting
of simpler statistics such as sums and counts, in-netwadctien methods related to ours have
been explored by [8]. Finally, recent work in the machinen@ag literature considers distributed
constraints in learning algorithms such as kernel-baszskification [12] and graphical model in-
ference [9]. (See [15] for a survey).

2 Problem description and background

We consider a monitoring system comprising a setoofl monitor nodes\{y, ..., M,,, each of
which collects a locally-observed time-series data stréfaigqn 1(a)). For instance, the monitors
may collect information on the number of TCP connection exsl per second, the number of
DNS transactions per minute, or the volume of traffic at pOrp8r second. A centrabordinator
nodeaims to continuously monitor the global collection of timexies, and make global decisions
such as those concerning matters of network-wide healtthoAgh our methodology is generally
applicable, in this paper we focus on the particular appbicaof detectingvolume anomaliesA
volume anomaly refers to unusual traffic load levels in a netwthat are caused by anomalies such
as worms, distributed denial of service attacks, devidaras, misconfigurations, and so on.

Each monitor collects a new data point at every time stepasgliming a naive, “continuous push”
protocol, sends the new point to the coordinator. Basedesethpdates, the coordinator keeps track
of a sliding time window of sizen (i.e., them most recent data points) for each monitor time series,
organized into a matriY of sizem x n (where the” columnY; captures the data from monitor
i, see Fig. 1(a)). The coordinator then makes its decisiossdsolely on this (globaly matrix.

In the network-wide volume anomaly detection algorithm ][ the local monitors measure the
total volume of traffic (in bytes) on each network link, andipdically (e.g., every 5 minutes)
centralize the data by pushing all recent measurementstoedbrdinator. The coordinator then



performs PCA on the assembl&d matrix to detect volume anomalies. This method has been
shown to work remarkably well, presumably due to the inhtydow-dimensional nature of the
underlying data [11]. However, such a “periodic push” aggtosuffers from inherent limitations:
To ensure fast detection, the update periods should bévelesmall; unfortunately, small periods
also imply increased monitoring communication overheadsch may very well be unnecessary
(e.g., if there are no significant local changes across g@ggyidnstead, in our work, we study how
the monitors can effectively filter their time-series ugdatsending as little data as possible, yet
enough so as to allow the coordinator to make global dedsémcurately. We provide analytical
bounds on the errors that occur because decisions are medamwoomplete data, and explore the
tradeoff between reducing data transmissions (commuaricaverhead) and decision accuracy.

Using PCA for centralized volume anomaly detection.As observed by Lakhina et al. [10], due
to the high level of traffic aggregation on ISP backbone linkdume anomalies can often go unno-
ticed by being “buried” within normal traffic patterns (e.the circle dots shown in the top plot in
Fig 1(b)). On the other hand, they observe that, althoughnpthasured data is of seemingly high
dimensionality & = number of links), normal traffic patterns actually lie in aww-dimensional
subspace; furthermore, separating out this normal traffisjgace using PCA (to find the principal
traffic components) makes it much easier to identify volumenaalies in the remaining subspace
(bottom plot of Fig. 1(b)).

As before, letY be the globain x n time-series data matrix, centered to have zero mean, and let
y = y(t) denote an-dimensional vector of measurements (for all links) fromregke time step.
Formally, PCA is a projection method that maps a given setatd ghoints onto principal compo-
nents ordered by the amount of data variance that they @apihe set of, principal components,
{vi}_,, are defined as:

V; = arg max Yv; v )x

gHHII }: |

and are thex eigenvectors of the estimated covarlance malix= 7;YTY As shown in [11],
PCA reveals that the Origin-Destination (OD) flow matricédSP backbones have low intrinsic
dimensionality: For the Abilene network withl links, most data variance can be captured by the
first k = 4 principal components. Thus, the underlying normal OD flofisctively reside in a
(low) k-dimensional subspace &". This subspace is referred to as th@mal traffic subspace
Sno- The remainingn — k) principal components constitute tabnormaltraffic subspace,,;,.

Detecting volume anomalies relies on the decompositiomkttafficy = y(¢) at any time step into
normal and abnormal componengs= y .. +yas, Such that (ay,,, corresponds to modeled normal
traffic (the projection of ontoS,,,), and (b)y.; corresponds to residual traffic (the projectionyof
ontoS,;). Mathematicallyy ., (t) andy.;(t) can be computed as

Yno(t) = PPTy(t) =C,oy(t) and yu(t)=(1- PPT)y(t) = Cuy(t)

whereP = [vq,va,...,vy| is formed by the firsk principal components which capture the dom-
inant variance in the data. The matik,, = PP’ represents the linear operator that performs
projection onto the normal subspagg,, andC,; projects onto the abnormal subspatg.

As observed in [10], a volume anomaly typically results iraege change tg,;; thus, a useful
metric for detecting abnormal traffic patterns is the sgdi@arediction error (SPE):

SPE = |lya|* = |Cay|?

(essentially, a quadratic residual function). More formaheir proposed algorithm signals a vol-
ume anomaly iSPE > @, whereQ,, denotes the threshold statistic for $IFE residual function
at thel — « confidence level. Such a statistical test for 8E residual function, known as the
()-statistic [4], can be computed as a funct@n = Qo (Ak+1, - - -, An) Of the(n— k) non-principal
eigenvalues of the covariance matAx

3 In-network PCA for anomaly detection

We now describe our version of an anomaly detector that use#bdted tracking and approximate
PCA analysis. A key idea is to curtail the amount of data eaohitar sends to the coordinator.
Because our job is to catch anomalies, rather than to tragkiog state, we point out that the
coordinator only needs to have a good approximation of thte sthen an anomaly is near. It need
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Figure 2:0ur in-network tracking and detection framework.

not track global state very precisely when conditions aread. This observation makes it intuitive
that a reduction in data sharing between monitors and thelswdor should be possible. We curtail
the amount of data flow from monitors to the coordinator byatisig local filtersat each monitor.
These filters maintain Bcal constraint and a monitor only sends the coordinator an update of its
data when the constraint is violated. The coordinator tkasives an approximate, or “perturbed,”
view of the data stream at each monitor and hence of the gkiatd. We use stochastic matrix
perturbation theory to analyze the effect on our PCA-basennaly detector of using a perturbed
global matrix. Based on this, we can choose the filteringmpatars (i.e., the local constraints) so as
to limit the effect of the perturbation on the PCA analysidg @m any deterioration in the anomaly
detector’s performance. All of these ideas are combineddarsimple, adaptive distributed protocol.

3.1 Overview of our approach

Fig. 2 illustrates the overall architecture of our systeme Wéw describe the functionality at the
monitors and the coordinator. The goal of a monitor is tokigclocal raw time-series data, and to
decide when the coordinator needs an update. Intuitiiellgeitime series does not change much,
or doesn’t change in a way that affects the global conditeindptracked, then the monitor does not
send anything to the coordinator. The coordinator assuh@gtie most recently received update
is still approximately valid. The update message can beettie current value of the time series,
or a summary of the most recent values, or any function ofithe series. The update serves as a
predictionof the future data, because should the monitor send nothiaghisequent time intervals,
then the coordinator uses the most recently received upalatedict the missing values.

For our anomaly detection application, we filter as follovisach monitor; maintains a filtering
window F;(t) of size2; centered at a valu®; (i.e., F;(t) = [R;(t) — §;, Ri(t) + &;]). At each
time ¢, the monitor sends bofl;(¢) and R;(¢) to the coordinator only ifY;(¢) ¢ F;, otherwise it
sends nothing. The window parameteis called theslack it captures the amount the time series
can drift before an update to the coordinator needs to be $éetcenter parametét; (¢) denotes
the approximate representation, or summaryYeft). In our implementation, we set;(t) equal

to the average of last five signal values observed locallyatitori. Lett* denote the time of the
most recent update sent to the coordinator from a monitor.aRg subsequerit > t* when the
coordinator receives no update from that monitor, it wikk i (¢*) as the prediction foR;(t). The
monitor needs to send bo¥j; (¢) and R;(¢*) when it does an update because the coordinator will
useY,(t) attimet* andR;(¢t*) for all ¢ > ¢* until the next update arrives.

The role of the coordinator is twofold. First, it makes glbbaomaly-detection decisions based
upon the received updates from the monitors. Secondlynifpedes the filtering parameters (i.e., the
slacksy;) for all the monitors based on its view of the global state #weccondition for triggering an
anomaly. It gives the monitors their slacks initially anddafes the value of their slack parameters
when needed. Our protocol is thus adaptive. Due to lack ofespge do not discuss here the
method for deciding when slack updates are needed. Thelgletegtion task is the same as in the
centralized scheme. In contrast to the centralized settiogever, the coordinator does not have
an exact version of the raw data math it has the approximatioly” instead. The PCA analysis,
including the computation af,; is done on theperturbedcovariance matribA := A — A. The
magnitude of the perturbation matrX is determined by the slack variablgs(i = 1, ..., M).



3.2 Selection of filtering parameters

A key ingredient of our framework is a practical method fooaking the slack parametets This
choice is critical because these parameters balance teoffdbetween the savings in data commu-
nication and the loss of detection accuracy. Clearly, thgelathe slack, the less the monitor needs
to send, thus leading to both more reduction in communinatierhead and potentially more in-
formation loss at the coordinator. We empktpchastic matrix perturbation theotg quantify the
effects of the perturbation of a matrix on key quantitiessag eigenvalues and the eigen-subspaces,
which in turn affect the detection accuracy.

Our approach is as follows. We measure the size of a pertarbasing a norm oA. We derive
an upper bound on the changes to the eigenvalpasd the residual subspa€g;, as a function of
[[A]]. We choos@; to ensure that an approximation to this upper bound\ois not exceeded. This
in turn ensures that; andC,; do not exceed their upper bounds. Controlling these latteng, we
are able to bound the false alarm probability.

Recall that the coordinator’s view of the global data maisithe perturbed matri¥ = Y + W,
where all elements of the column vec®’; are bounded within the interval-¢;, §;]. Let\; and

A\i (i = 1,...,n) denote the eigenvalues of the covariance mafrix %YTY and its perturbed

versionA := %YTY. Applying the classical theorems of Mirsky and Weyl [16], algain bounds
on the eigenvalue perturbation in terms of the Frobeniusnpfi » and the spectral norm || of

A := A — A, respectively:

1 . .
ZE(M —X)? < [Allp/vn and max|A; — Ai| < [|All2 1)

i=1

Applying the sin theorem and results on bounding the angteajéctions to subspaces [16] (see [3]
for more details), we can bound the perturbation of the tedisubspac€,,; in terms of the Frobe-
nius norm ofA:

”Cab - cA:ab”F S

)

wherev denotes the eigengap betweentteand(k -+ 1) eigenvalues of the estimated covariance
matrix A.

V2| Alr
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To obtain practical (i.e., computable) bound on the norm&\¢fwe derive expectation bounds
instead of worst case bounds. We make the following assomgptin the error matri}v:

1. The column vector8V,, ..., W,, are independent and radially symmetrievectors.
2. Foreach = 1,...,n, all elements of column vectdV, are i.i.d. random variables with
mean 0, variance? := o2(¢;) and fourth moment := i (d;).

Note that the independence assumption is imposed only certbe—this by no means implies that
the signals received by different monitors are statidiigatiependent. Under the above assumption,
we can show thatA ||z /+/n is upper bounded in expectation by the following quantity:

n

Tolp =2 %;/\i-gaf—i— (%4—%)20?4—%2(#?—0?). 3)

i=1 i=1

Similar results can be obtained for the spectral norm as vielpractice, these upper bounds are
very tight because, . .., o, tend to be small compared to the top eigenvalues. Given tbatie
perturbatiorl’ol =, we can use Eqn. (3) to select the slack variables. For exampelcan divide the
overall tolerance across monitors either uniformly or iagmrtion to their observed local variance.

3.3 Guarantee on false alarm probability

Because our approximation perturbs the eigenvalues,dtialpacts the accuracy with which the
trigger is fired. Since the trigger condition||€.,y||* > Q., we must assess the impact on both



of these terms. We can compute an upper bound on the peiturldithe SPE statistiSPE =
|Cusy |2, as follows. First, note that

1Caw¥ | = ICauylll < [(Cas = Cat)¥ |l + ICas(y = 9)I <

VaIArl3
8191y,

V2| Allrly - vV2|A X
< VAL (e, + Y2IAlLE ()
1% 1%
IICw¥ > — ICaylI*| < m)2ICa || +m () = m(3). 4)
The dependency of the thresha@ld, on the eigenvaluesy. 11, ..., A,, can be expressed as [4]:
Car/2¢2h32 ho(hg — 1 o
Qo = m[ <z>1¢2 041422 °(¢§ )1 , (5)
1

wherec, is the (1 — a)-percentile of the standard normal distributidn, = 1 — 2293 ¢, =

Y ik A fori=1,2,3.

To assess the perturbation in false alarm probability, we by considering the following random
variablec derived from Eqn. (5):

o G1l(SPE/¢1)" — 1 — goho(ho — 1)/67]
V20203 '
The random variable essentially normalizes the random quantj§,,y||* and is known to ap-

proximately follow a standard normal distribution [5]. Tfadse alarm probability in the centralized
system is expressed as

(6)

Pr [Hcab}’”2 > Qa] =Prlc>cy =a,

where the lefthand term of this equation is conditioned uffenSPE statistics being inside the
normal range. In our distributed setting, the anomaly detefires a trigger if|Copy |2 > Qa.
We thus only observe a perturbed versioior the random variable. Let . denote the bound on
|¢ — ¢|. The deviation of the false alarm probability in our appmate detection scheme can then
be approximated aB(c, — 1. < U < ¢q + 1), WhereU is a standard normal random variable.

4 Evaluation

We implemented our algorithm and developed a trace-driwvenlator to validate our methods. We
used a one-week trace collected from the Abilene netioilhe traces contains per-link traffic
loads measured every 10 minutes, for all 41 links of the Atglaetwork. With a time unit of 10
minutes, data was collected for 1008 time units. This dats wged to feed the simulator. There
are7 anomalies in the data that were detected by the centraligeditam (and verified by hand

to be true anomalies). We also injectg@lsynthetic anomalies into this dataset using the method
described in [10], so that we would have sufficient data tomate error rates. We used a threshold
Q.. corresponding to am — o = 99.5% confidence level. Due to space limitations, we present
results only for the case of uniform monitor slaék= 9.

The input parameter for our algorithm is the tolerable redaerror of the eigenvalues (“relative

eigen-error” for short), which acts as a tuning knob. (Prelgi it isTolr/+/ % > A2, whereTolp

is defined in Eqgn. (3).) Given this parameter and the inpud det can compute the filtering slaégk

for the monitors using Eqn. (3). We then feed in the data taowrprotocol in the simulator with the
computed). The simulator outputs a set of results including: 1) theaatelative eigen errors and
the relative errors on the detection thresh@lg; 2) the missed detection rate, false alarm rate and
communication cost achieved by our method. Thissed-detection rais defined as the fraction of
missed detections over the total number of real anomaliestteefalse-alarm rateas the fraction

of false alarms over the total number of detected anomajiesib protocol, which isy (defined in
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Sec. 3.3) rescaled as a rate rather than a probability. Timencmication cost is computed as the

fraction of number of messages that actually get througffilteeing window to the coordinator.
The results are shown in Fig. 3. In all plots, thaxis is the relative eigen-error. In Fig. 3(a) we plot

the relationship between the relative eigen-error and ttezifig slacké when assuming filtering
errors are uniformly distributed on intervgtd, §]. With this model, the relationship between the

relative eigen-error and the slack is determined by a sfiadlersion of Eqn. (3) (with at? = %).
The results make intuitive sense. As we increase our efleratace, we can filter more at the monitor
and send less to the coordinator. The slack increases almestly with the relative eigen-error
because the first term in the right hand side of Eqn. (3) doregal other terms.

In Fig. 3(b) we compare the relative eigen-error to the d@ocerued relative eigen-error (defined as

€cig/r/ % > A2, wheree,, is defined in Eqn (1)). These were computed using the slacapeters

0 as computed by our coordinator. We can see that the realexteigen-errors are always less than
the tolerable eigen errors. The plot shows a tight upper 8pimdicating that it is safe to use our
model’s derived filtering slack. In other words, the achieved eigen-error always remailmi\bine
requested tolerable error specified as input, and the slaagen given the tolerable error is close
to being optimal. Fig. 3(c) shows the relationship betwédenrelative eigen-error and the relative
error of detection threshol@,2. We see that the threshold for detecting anomalies desessse
tolerate more and more eigen-errors. In these experimamtsiror of 2% in the eigenvalues leads
to an error of approximately 6% in our estimate of the apgedpicutoff threshold.

We now examine the false alarm rates achieved. In Fig. 3@)xthve with triangles represents
the upper bound on the false alarm rate as estimated by thdinatwr. The curve with circles
is the actual accrued false alarm rate achieved by our sch&lot that the upper bound on the
false alarm rate is fairly close to the true values, esplgaigien the slack is small. The false alarm
rate increases with increasing eigen-error because asgée-error increases, the corresponding
detection threshold),, will decrease, which in turn causes the protocol to raiselammamore
often. (If we had plotted) rather than the relative threshold difference, we wouldialisly see a
decreasing) with increasing eigen-error.) We see in Fig. 3(e) that thesetl detection rates remain
below 4% for various levels of communication overhead.

Abilene is an Internet2 high-performance backbone netwmakinterconnects a large number of universi-
ties as well as a few other research institutes.

2precisely, itisl — Qu/Qa, WhereQ,, is computed from\s (1, . . ., An.



The communication overhead is depicted in Fig. 3(f). Cledhle larger the errors we can tolerate,
the more overhead can be reduced. Considering these lastfttots (d,e,f) together, we observe
several tradeoffs. For example, when the relative eigeor&r1.5%, our algorithm reduces the data
sent through the network by more than 90%. This gain is aekiet the cost of approximately a
4% missed detection rate and a 6% false alarm rate. This rg@ifaduction in communication for

a small increase in detection error. These initial resullistrate that our in-network solution can
dramatically lower the communication overhead while sidhieving high detection accuracy.

5 Conclusion

We have presented a new algorithmic framework for netwodaaaly detection that combines dis-
tributed tracking with PCA analysis to detect anomaliehidr less data than previous methods.
The distributed tracking consists of local filters, ingtdlt each monitoring site, whose parameters
are selected based upon global criteria. The idea is to thedlocal monitoring data only enough so
as to enable accurate detection. The local filtering redtimeamount of data transmitted through
the network but also means that anomaly detection must bewith limited or partial views of the
global state. Using methods from stochastic matrix pedtiob theory, we provided an analysis for
the tradeoff between the detection accuracy and the datacaination overhead. We were able
to control the amount of data overhead using the the relefiyen-error as a tuning knob. To the
best of our knowledge, this is the first result in the literatthat provides upper bounds on the false
alarm rate of network anomaly detection.
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